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Vision

To build a secure and resilient cyber space
for the Bank to protect information
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Mission

To protect information and information infrastructure in
cyber space, build capability to prevent and respond to cyber
threat, reduce vulnerabilities and minimize damage from
cyber incidents through a combination of the Bank
infrastructure, people, process and technology.

01
02
03

(=3
s

05
06
07

08

MD & CEO (I/C) 8 fid13 sifsprenea (5%

ED-99 (TF (AT

CVO-47 (TF AT

CISO-47 (TF AT

4 1 — g KYC / e

%1€ 2 — UPI/ QR groiget

o 3 — TG euiemt / fFa-crafie foraett

o 4 — FvFq e Sfefmfaz/
(eI R

5 — Al/ oot gt

S 6 — FIZAI ! / M2 Foran T “ifiers Ft
Topiead

1231 fatsrer e

CyberAware — FBIg 1St

08-09
10-11
12-13

14-15

16-17

18-19

20-21
22
23
24




fwaa;

®

UCO BANK

CyberAwarc®

The Journey from Unaware to Aware

)

FROM THE DESK OF

MD & CEO(I/C) & f -\
Executive Director.”

et |

/rrcm 3SE-AFIE  (UCOites) 93 FIfd® MEF@E ST, A

foRer e IR TFTImF ofs, JRE 933 RoTerel f[A@ atT®|
OE, TRAE e FHT AF3 A6 3 (@ TF SIw, TR =,
SFH AT BT 9 TEederE I AN@ 92 IEIN WE e
R

@ ARG, AN RIS S[EE a2 fReE TawE afe @
IO TN ANGE ANeT FNF ANEFF| AETE e s
AP, AT TS FE (¥ TGedel 8 Nedel NRIAF NI (5@
o8 SFTT SJIHI-FIb|

{

CyberAware - Sbod®l: AGST (ATF NEoaOT MY JTal SWHG F28
8 I % TRIF-S[FH Ay INT ToF| A IPEE Er2oes
TEE @ T O, RFIE T @SIE AT © IBR FAO,
RETANT N SAYe AN AR SReH @S TRET ™I Tod
YFe THRe FE|

AR TEF TEFE TRAF [AHE e Ao AFTe FAF AR
;@ﬁaﬁ,wﬁreqmwmﬁm@mww

|

N ATFA| ST S| NRITI-NEO ATF|

BORE,
BISR) J 4]
(95 e%g (oE=y) I FE sferre p
(1% YR 1 I) @ UMEAOumPquNmK e Stay Safe
ol

4

CyberAware®

The Journey from Unaware to Aware

UCO BANK

FROMTHEDESKOF o
Executive Director #

e
©

(For XT@T-AfFaE, e are 932 SR anifEeg, b

SREGE I:fF: AfYF AAEISENE N3 Fo, TS 3] F2owel FE
QERI A% S[RNE STIPITT g@e  Yedel 93 wiywde  fORGE
ABAT ARIE SEEE SFF AERed oW 3w I IfE A
SO AACT N7 FE@ 9} IGR-IER WOR @A 0T e
TAMe FE FRATEGA Jollfe F@E| Needel I SI¥e &
AW e ST SNFT AT FA© A

@ TRE, BRI fqarrer a3 sfafe @ffe oJfe 9= famrmer
T SIS 0N FACTS, IGEH FAFNHO! 67 FE T STodb AT,
eI JqEN @ Ty (@F AR fAErm ReE w6 SemaeE
REE]

CyberAware - W(todol: AHWO] (AF NEodoId MY JTAT SHHEIG
JETTe AEMfe 8 IWEAT e T 92 qfRelie o &E|
o IFEE ToFe N@Ee foare, NG (M3IE IANST IBR FA©
R WPF ow-fofer far fae T¥el @I anE, IFE SR
SEeael@ tdfa e ffFae FfH 9 A faarm Ree s
RICCL O E L C e R

NEod @1 612 FFa| 31T F19 FFa1

BORIG,

Ao a9, FEE)
NCEIERIE16ET .

T 9 [§) UCO BANK e o

(TR WYBR B T9HH) (A Gowt. of India Undertaking)

T ST e Honours Your Trust




o d=

®

UCO BANK

CyberAware®

The Journey from Unaware to Aware

FROM THE DESK OF

CvVo ¢

(SE T e TRFA 9T TRICE STarT | b

Fou fEfierE TR I3 oo AT @F3a @fvg fazwwee an
Tafod FE T T @ NERGTF FRAFACE AR I @S
odol, WEF ReE-fA@ea a3 widgTa apaT RIF afEte 3o
TqEA fraw, osfF afffer v . IpaTe RTINS A
WEbe W WAET HET  (impersonation), fBR, TORIRFEF (TG
ﬁ&r AT PO 2f3faafa-a3 Ser SHAISE FNT FE ([, Todel 3

-IMRFE T FOME I& 4FEF Ffe ITE@ €I TS@E (UCO)
FRE Fodel 236 FN AT TeForEd NEFOSE JHe  F4,
REWTT © JARFe qIN], ARESEA (N b A3 RS Ao
F TAM@—ANR aF0 fF@qrm TR @7 To7 77 7ol FE|

CyberAware — -N(bOdwOl: AWO[ (YF NGOdOId TN TTar IR[J

F3fes TuRACE WEeT 9% AfesEE IFe oEwE I a6
TFFCH (P THFT (@S AMST AFG AW, T FH© I ¥ IR
FE fae TwWRRe @ 9@, FAEE 9] AEEGE J[fee  [SRGE
@ ool Teel 8 Fedod 36 WFE TG

Tof ATFA| I FI1F AT TETR FE fore

BORIG,

[ Siww oifeafd]

\WWW(&WWW)

It Ah @ UCO BANK

(4173 TFR 1 I9%4) JASort of i Undorietens

T ST e B Honours Your Trust

b

e Stay Safe

CyberAwarc®

The Journey from Unaware to Aware

UCO BANK

FROM THE DESK OF

CISO 7
)

N\

A NPT FF TR 8 WS RFTE ST, b

e FAS INE (NEART 3 FLEEL-f6feF Yfea woedyd T TGEI 97
TET TRFSEN OB THe] 3 A& SA@ TRFPOA Jfed fSREGE @1 A7
TNE FTE A THY @@ OF, A7 AP SEEEE Sae dgd
A tof TA®, O IR AT IERCAE 7% @ [{feq qdtem sy
@ TRIE TN o e FA®

AES ToAR BF W YT THFT (FI] FIEF TS (P Ao
N ICR A1 FA @ BFF 79, RE@AT O CHE FAT AVAT (@A
TTSMe IJE TR FAN ToPo REOSE fodqte AT 9Tk
TeFeE WA WS (G331 ToF (@Y F2Tel Fa© M|

R IR@ AT AW NRAE AqEe FeenE Afend F9F
ST Tt e S2eF (F@ Shedel Jfad 8978 8w R

CyberAware — -S(6®d®l: JAWo] (Y(F NEOTOIT Y TTal 99 fFg
FREF S a0 FE I WS e F0, (P TOEEE ACT O
IER FA© AT Fqrm fERGE Ters e oo SxFel FE|
AN AT Wed AMF 9T APNE SAfTe TRIE SJIHT AFAST (cyber
resilience) (STETE FfH|

13T fEeT3 TWF FF AT, STAT W@ BIF FF| 1R TRITI-TESF

ATFA1
BER,
[GEEw SRE]
o5 3amaere ST afewm (Fyw oy =TT FHFe)
(9173 TYBR 1 99F9) @ U“?MO““PWA“*NWK e StaYSafe




gl qH

®

afAers & - gt KYC / ffire =a
@ mwﬂmﬁmaﬁw&é‘wm Q ‘I’
) " P‘m’("? }ﬁ"-

UCO BANK

!

TF OIF B
GHTH ST T
QA 9 ISt 3
e / TPl ISR KYC-9a
5 ) TV (1Y 2T Bz
I SIS Afsre
Fal 0O | 943
BTGB FF, A=A
a1 3% 3@ A
https://update-kyc.in

1T FYR AIA, SMS
Tl e ST KYC

WIoHSTha &= OTP
I A

A Tewre e
B faw owfi o ot
o TWIHGS TS I TS
o SRS SRS
@ SS9 / OTP Bham

| h'd P46 RuRe, SMS 1 O T4 ot (@
..@ Q o SRS, PIN &1 OTP CRIR FAA A bl —
m FIAI QST TR O oMorhy o2, Wemqﬁl I!

“??Ti"l %{g; W;;ggﬁma AR, 316 Rz, PIN 1 OTP STe 513w o
‘ e Jg| | 1O/ STENRD IR FAN Wlﬁﬂmlmmlﬁmm|/@

0 e B T

T A (§) UCO BANK >

(9173 TYER BT I5HH) (A Gowt. of India Undertaking)

T A (§) UCO BANK

[Cirakitcorg ko] (A Gowt. of India Undertaking)

T 3T e &1 Honours Your Trust T ST e B Honours Your Trust



Tt d

®

UCO BANK

si€ 2 - UPI / QR eiTelt F2). |
@ (wa vt omom G ) LI

gl b s
) l

Bela . a.ui b Al alen s
fot Sta At Ftebst i : - .
TR e o )

TS

0 TIREB/SOT Bt
SR T Tome f At

fars 6R TR

9 CyberAware s Q 4B TS UPIPIN crew ot —
VN I T Al Wf:;_,
@ @ 0 UPI PIN @113 1S5 2

fad
A —-SF | (6F FHFT— | UIHIR B — (TS ST | L
Aot QR R PAYA! | SIBIGAB/Snst a i B womE e o =8 7 7w
AR FR  RECEIVE 1 | (iS5 e (I collect/payment request
FAAA | wmr e | RS dw S A Al
& el
l
~ II=ht ¥ (§) UCO BANK *- =1 ¥ (§) UCO BANK *
(4% VPR 1 I9H) VL0 of Insin Unlorsaionet (T3 TBR B 9HH) VAOOH Of i Unostoronst
T 9P e 1 Honours Your Trust

T 39 e

Honours Your Trust



e o

~ ﬁe-wﬁm/&ﬂ-c‘mﬁ:a@?
-4 N P9 T TR G ﬁ?ﬁ)ﬁ i MI csocld

(2) UNKNOWN NUMBER

oA & SR WS
HARITST T[T (Remote Support)
TGS FACS BIH?

Remote Support

B

’

I, 612

Qﬁmﬁ?wiﬂﬁwm

ISAIR ST T IR A1 SIFeis oM fi|
‘ Qow,ﬁaarmm’mmwm :
@ o e {3 e
Q WIS SIS T -
ST S SIS FFA =

® 0 0 & m
LPC R @RS AT foord e sifiar @ Afifoor

G oy MATEEE  SEERS NI e o Al MG 98 B2
QSIS umi‘wi mﬁqm@mm T A

IehT i<k () UCO BANK

(A% BYSR 1 I5H) (A Gowt. of India Undertaking)

It Ah @ UCO BANK

(410 PR 31 I5HH) (A Gowt. of India Undertaking)




I § - TR IS ST AR W
@ had, (@8 uﬁmm’;ﬁ” T ol ) g 1

uco sanicd, WiRL

| S —— gl . BN 61 }.. ah o

&ft 7ere aE S g

WIS T6R TS T 1) ’
=y S

o TS 942 TBIR T

fratorst
3epel FF | .
Security_Upda(e.zup
@ (3.4 MB)
=y

s Qf‘—‘
A\ TR T e e A — S *

IRt A @ UCO BANK

(T TR 1 T (A Govt. of India Undertaking)

uco BANK 0 O 4 AL g o B LR G

6 [

A E [ ; AJ
~ p— N
(R
{ CyberAware-93 I
sl 4
fo"i

v 3

B8 FFA ACHITHS
sty s, | S0 T | st e
SR gy | O CEOT o ars R farom

5@ (Internal) It
IS, 447 (¥ (@IA1




&fHTATS ¢ - quiR / fEoites eoiat

.(memwﬁw)m ‘Y"

A
85 &

7 ﬁmww—mamtsﬁr
v N

e®e
sifiow qB1R l ...
AIE | s S
11 AT 1 3| 25 o) 76 A1

e aic ot fect
T | Fattom 2

T @ UCO BANK

& 4 \ &
(T WY B ) (AGovt.of India Undertaking) i & q




AT & - 21 Afveel / fofedre
A (Reomw ST ISt (TR [l & W)

w a

0 Windows-afé 315, 10:24 AM
0 Android - ¢eT aTa, 09:15 AM
Q e wwon

S

® CyberAware - W arm ﬁw ~

©@ © & i O 2

mEsEe  MFAGR  foolsg | SOReISCos amfeay $ .
a2 T AREGAS bS] e e Tk ?;3 RS 39 2 -
T AL BIe] T A R uzqnmfisl WWW'

= T A ($) UCO BANK

(4T BR %1 I9FH) (A Govt. of India Undertaking)

==Y &% () UCO BANK

(TR TR BT IHH) (A Gowt. of India Undertaking) {




Bk 2 LIl

ucumm—qmwm Y Kﬂ%ﬁq

ﬁamﬁmmmmawmeﬁamsﬁm

o B 9 A 0 o NS ot
| aﬂ;wﬁmm asw::amﬁmﬁsss “HEE FESICE!
ﬁ*sﬂ?zumau e 5 TS oMa?” A ST

s — | TS Fatstw s sfg! '
— |
&Bb E@H l..l.l @ po X N

a3fo Mo 9fo was e, o ‘\
Sl PR S S ﬁmﬁgm e |

57, fAtea, St Sifses
wmmwmmmﬁzw%ﬁmmgﬁu

Ir AH @ UCO BANK

(T YR 1 9) (AD0K of i Undoronint

Ir AH @ UCO BANK

(TR YR B I (A Gowt. of India Undertaking)



COTTTOA TS A2 I3
ST AT, 5 I
siferer 93 o R (0TS FF
513 BT OB & @0
CIGAT (D S g%?ﬁ
3% 31 QR @S =
B

(41 FBR B 9954)

T I (§) UCO BANK

SoAIg (siof $3

ColoI AYH
SIS, PIN, OTP,
wffd B Q32 T
HMANTI BT FLAGS

JIEAS A CIE PAEA
el

(A Gowt. of India Undertaking)

W

f
|

4 & 8l
KTy R ‘

@ TresTsfe §ifs tofk 313, ot e begm

Sy

BICO ST (BIAT gz 35 AT B
PITT FAEH Al SR ; I FAWRA A1
L i
ARG TS Y
> .., I TR TRl ST, PIN, OTP,
@y I R IR G THETHT S Al i
3 HfS 18 7S oAl 5@ olfFS B2y ® .
A @ CHTIR I |
et o fpe sataw B R FAEE AT
Al T FIRS TIOAEATG FAEA 1 TS STt (e At
BT (2RTE ASICAT p— NS T R A
TEES s (s f s BT 1, T ST @@
FAEF /T 91 &H! ﬁiﬂ mmma;l%w
Y& TISATEIS a’-® s wofT fowre e
FART A FACS @A |
@&t QR (TS 0 Ao at
FH FA@A Al @ FoeTS @A
I BECH QR (TS 0] s Aﬁ
FIH FIEA 1 . =g SR Wi-Fi P~
crhoma  BWQ) mermma. SO
» % ) (A FAEA A Wi
HoFASt Trormt faeot Fave =
FAEA Al g FaE@w A ,1 )
IS SIS0 TR DB i -e
WY TR AT, ortE Reot wacs ﬁﬂfﬁﬂm
e, ST A f T | IR
%S Gl — TS m'
SRad

A o TIGA o TOF AFA o 197 AP
gifboyef wre AfST e, s fRaet s e

Mq\aﬁﬁ‘eﬁ () uco BANK

(T TR 1 99FH)
T S R

(A Govt. of India Undertaking)

Honours Your Trust



gt deh

o, el

UCO BANK

S CYBERAWARE ,mﬁ

TG (AE Ao - 43 1o T

VIBES ¥
SAFER
ONLINE &

P 1 P o e

mmmmwm,
GG et e®¢ sHET!
m"‘i’ll ‘ G{w?mm AR <o o
, =
oy ¥ AR e et

CISO Office

TIGTEA FESTO! NG M fatom Sotfare |
ToF A | TS AT | RIS AT |

IRt i<k (§) UCO BANK

(913 TYBR B I9FH) (A Govt. of India Undertaking)




	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13

